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ABSTRACT: Vehicular Ad hoc Network (VANET) is a rising sub-class of MANET. As of 

late VANET have risen to turn the attention of researchers in the field of remote and mobile 

communications. It is recognized from different sorts of ad hoc networks by their cross breed 

network architectures, hub development characteristics, challenges and new application 

scenarios. It cellular innovation to achieve intelligent between vehicle communications and 

improve road traffic safety and proficiency. Intelligent transportation and active security are 

important applications of VANET, which need suitable vehicle-to-vehicle communication and 

vehicle and roadside infrastructures innovation, especially directing innovation. The aim of this 

survey paper is to give an outline of the vehicular ad hoc networks, its standards, applications, 

security issues and the current VANET directing conventions.  
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1. INTRODUCTION 
As of late, with the advancement of vehicle 

industry and remote communication 

innovation, vehicular ad hoc networks are 

getting to be a standout amongst the most 

encouraging research fields. VANETs which 

use vehicles as mobile nodes are a subclass of 

mobile ad hoc networks (MANETs) to give 

communications among nearby vehicles and 

among vehicles and nearby roadside hardware 

however apparently vary from different 

networks by their very own characteristics. 

Specifically, the nodes (vehicles) in VANETs 

are restricted to road topology while moving, 

so if the road information is available, we are 

able to foresee the future position of a vehicle; 

what is more, vehicles can afford significant 

figuring, communication, and detecting 

capabilities as well as giving ceaseless 

transmission control themselves to help these 

capacities. Be that as it may, VANETs also 

accompany several challenging 

characteristics, for example, potentially large 

scale and high portability. Nodes in the 

vehicular condition are substantially more 

dynamic because most cars usually are at an 

exceptionally rapid and change their position 

constantly. The high portability also leads to a 

dynamic network topology, while the 

connections between nodes associate and 

disengage all the time. Moreover, VANETs 

have a potentially large scale which can 

incorporate many participants and stretch out 

over the whole road network. It is decisively 

because of both of these one of a kind 

attractive features and challenging 

characteristics that VANETs could draw the 

attention from both industry and academia.  
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Figure 1: Overview of VANET 

 

Compared with these present articles, this 

paper adds the presentation of layered 

architecture for VANETs so the summary of 

network architecture is increasingly finished. 

Also, we organize the diagram of the 

vehicular ad hoc networks in a novel way. 

That is, we present the VANETs from the 

research point of view in the paper, including 

some flow hot research issues and general 

techniques, which do great to the advancement 

of VANETs. Besides, we give an increasingly 

exhaustive analysis on VANETs research 

challenges and future patterns, beneficial for 

further systematic research on VANETs. In 

summary, this paper covers basic architecture, 

some research issues, general research 

strategies for VANETs, and some key 

challenges and patterns as well as giving an 

overall reference on VANETs. In VANETs, 

network topology is exceedingly dynamic 

because of fast development of vehicles, and 

topology is often impeded by road structure. 

Vehicles are probably going to experience 

many obstacles, for example, traffic lights, 

structures, trees, and road intersections, which 

result in poor channel quality and availability. 

Safety-related applications are usually based 

on beaconing for example the procedure of 

periodically broadcasting safety messages. 

Safety messages incorporate touchy 

information about the present state of vehicles, 

for example, their identifiers, positions, and 

speeds. The encryption of these messages isn't 

suggested since many VANETs' participants 

are worried by them. VANET gives intelligent 

transportation systems (ITS). The ITS, aiming 

to improve the safety and effectiveness of 

transportation systems, bolsters two kinds of 

remote communications: long-range and 

short-range. Long-range communication 

mainly depends on the current infrastructure 

networks, for example, cellular networks. 

Short-range communication, then again, is 

based on developing innovations, for example, 

IEEE 802.11 variants, and structures an ad-

hoc network that contains mobile vehicles and 

stationary roadside types of gear, all things 

considered alluded to as vehicular ad-hoc 

networks (VANETs).  
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Figure 2: VANET Architecture 

 

In addition, unscrambling safety messages can 

add a latency in the handling of them, which 

may not meet with real-time prerequisites of 

safety-related applications. Notwithstanding, 

because of security threats, for example, false 

data infusions, disseminated messages 

modifications, and answer attacks, safety 

messages must be authenticated. The aim of 

safety messages is to make vehicles aware 

about their encompassing condition, which 

significantly improves road safety. For 

example, utilizing these messages, vehicles 

can expect or identify dangerous situations 

that can cause genuine damages on VANETs, 

for example, impacts and accidents. Thus, 

vehicles can then make choices to anticipate 

such bad results. Be that as it may, although, 

safety messages are beneficial for road safety, 

they may also be abused by adversaries for 

unauthorized location tracking of vehicles. It 

can then gather these safety messages and 

decide the locations visited by vehicles after 

some time. The location tracking of vehicles 

could violate driver's privacy since one 

vehicle is usually associated uniquely to one 

driver. In this way, realizing vehicle's position 

can lead to revelation critical information 

about driver's life. 

 

2. LITERATURE SURVEY 
S.No Author Name  Objectives Drawbacks 

1 R. Wag mode et al  Use gathering based V2V 

communication to keep vehicle from 

threat.  

 This plan can trace malicious 

vehicle which generates a false message 

Improved communication and 

computation cost. 

This plan includes one 

time authentication 

process for gathering 

and then just V2V 

communication is 

finished utilizing 

symmetric key 

strategy inside 

gathering. 

2 M. Raya et al  Discussed various Revocation 

conventions (RTPD, RCCRL, and DRP).  

 LEAVE convention used to make 

These techniques 

depend on checking as 

it were. Not 
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the framework operations increasingly 

secure.  

 Faulty nodes can be recognized by 

utilizing MDS 

appropriate for 

reputation framework. 

False positive rate by 

Bloom channels. 

3 Zhang et al  Idea utilizing the gathering 

signature is prescribed. 

Versatility makes a 

gathering dynamic and 

keeps it from making a 

static. 

4 Kenneth et al  CRLs conveyance by utilizing 

vehicles in a scourge manner. Improves 

appropriation speed 

Bandwidth and 

Hardware constraints. 

Performs approaches 

that solitary utilize 

RSUs circulation 

focuses 

5 Jasson et al  Used lightweight technique for 

exchanging CRL updates Reduction in 

certificate revocation records measure. 

Long CRLs because of 

enormous no. of 

vehicles Low 

performance in high 

traffic locale. 

6 Zhang et al  Discussed Signcryption and 

gathering signature mechanism to achieve 

security standards.  

 Using this convention explicit 

feature, for example, versatility, physical 

road limitations can be misuse effectively, 

and appropriately dispersed RSUs. 

On the off chance that 

any RSU collapsed, 

than particular 

network's working gets 

aggravated. With 

increase in load 

,performance rate 

decreases 

 

3. ARCHITECTURE AND 

STANDARD IN VANET 
Vehicular Ad hoc Network (VANET) 

framework architecture includes three sorts of 

domains, for example, in-vehicle, ad hoc, and 

infrastructure domains and various explicit 

components like application unit, on-board 

unit, and road-side unit. Brief description of 

this present architecture's is given beneath: 

  

A. In-Vehicle Domain  

The in-vehicle domain is made out of an on-

board unit (OBU) and one or different 

application units (AUs). The connections 

between them are usually wired and now and 

again remote. Applications Units (AUs) is an 

in-vehicle element, several AUs can be 

integrated with a solitary OBU and share the 

OBU preparing and remote assets. An OBU is 

utilized for giving the vehicle-to-infrastructure 

and vehicle-to-vehicle communication. An 

OBU is fitted with a solitary network gadget 

based on IEEE 802.11p radio innovation; 

basically network gadget is utilized for 

sending, getting and accelerating the safety 

and non-safety messages in the ad hoc 

domain.  

 

B. Ad hoc Domain:  

The ad hoc domain is made out of vehicles 

furnished with OBUs and roadside units 

(RSUs). An OBU can be viewed as a mobile 

hub of an ad hoc network and RSU is a static 

hub similarly. A RSU can be connected to the 

Internet via the gateway; RSUs can 

communicate with each other legitimately or 

via multi bounce as well. The key motivation 

behind RSU is to convey the web connectivity 

to the OBUs. On-Board Units (OBUs) 
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structure a mobile ad hoc network that 

licenses communications between vehicles 

without the requirement for a centralized 

coordination event. 

  

C. Application Units (AUs) 

An Applications Units (AUs) is an in-vehicle 

element, various AUs can be connected with a 

solitary OBU and share the OBU handling and 

remote assets. An Application Unit (AU) 

interacts only via the On-Board Unit (OBU), 

which manages all portability and networking 

utilities on the Application Unit (AU) behalf. 

The contrast between an Application Unit 

(AU) and an On-Board Unit (OBU) is only 

logical and an Application Unit (AU) can be 

physically co-located with an OBU. 

 

D. On-Board Units (OBUs) 

The function of On-Board Unit (OBU) is 

vehicle to vehicle communications and 

communications with vehicle to infrastructure 

or road side unit. It is also used to convey 

communication administrations to the 

application units and forwards data on behalf 

of other On-Board Units (OBUs) in the ad hoc 

domain. An On-Board Unit (OBU) is outfitted 

with at least a solitary network gadget based 

on IEEE 802.11p standard.  

 

E. Road-Side Units (RSUs) 

A Road-Side Unit (RSU) is a gadget that is 

situated at stationary positions along roads and 

highways, or at permanent locations, for 

example, parking places, hospitals, shopping 

edifices, restaurants and so forth. A Road-Side 

Unit (RSU) is furnished with at least a 

network gadget based on IEEE 802.11p. Web 

connectivity to the OBUs is the main function 

of RSUs.  

 

 

4. VANET APPLICATIONS 
VANET applications can be classified into 

four categories.  

Driving Improvement  

Such applications aid in improving traffic 

effectiveness and management. Driving 

improvement applications update local 

information and road maps. These 

applications would decrease congestion on the 

road and maintain a smooth progression of 

traffic, accordingly cause to increasing the 

capacity of the roads and counteracting traffic 

jams. It also could have the circuitous impact 

of lessening traffic accidents. Some of 

applications are: road guidance and 

navigation, traffic information 

administrations, traffic assistance, left turn 

assistant, GPS Correction, Visibility 

Enhancer, Cooperative Collision Warning, 

cooperative voyage control, Banning the 

vehicle driver's permit if violates various 

traffic laws and present a report to the cop, 

tracking the offender vehicle, tracking car 

hoodlums, Cooperative Vehicle-Highway 

Automation System and traffic coordination. 

Public Service  

These applications bolster crafted by open 

administrations, for example, police, 

ambulance and other crisis units. Usage of 

virtual alarms or signal pre-emption enables 

the crisis units to reach their destination faster. 

Other open administrations incorporate traffic 

surveillance applications, for example, 

electronic tag.  

Comfort Services These administrations give 

infotainment applications to drivers and 

passengers, either by enabling passengers to 

communicate with each other or by offering 

entertainment administrations, for example, 

web connectivity and media downloading. 

These applications are also utilized for 

commercial purposes, for example, 

advertisements and electronic toll.  

Safety Road safety applications send warning 

messages to drivers about dangerous situations 

so as to make driving safer. Difficult 

situations may incorporate dangerous road 

features. According to the vehicular safety 

communication consortium, there are eight 

safety related applications: pre-crash 

detecting, bend speed, lane change, traffic 

signal violation, crisis electronic brake light 

and cooperative forward collision alert, stop 

sign development and left turn assistance 
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assistant. One conceivable future safety 

application is to gather drivers behavioral and 

physiological information recorded by sensors 

located at various parts of the driver's body 

through in-vehicle communication, and at that 

point, transmit the data to a monitoring focus 

utilizing vehicle-to-vehicle (V2V) and 

vehicle-to-infrastructure (V2I) 

communications. Warning signals are sent to 

driver and the authorities in case of driver's 

abnormal health conditions. Apart from this, 

other safety related applications, for example, 

overtaking vehicle warning, crisis vehicle 

warning, hazardous location notification and 

control misfortune warning. Since these 

applications are critical, their messages ought 

to have a profound penetration across the 

whole network and should be reliably 

conveyed inside a brief timeframe.  

 

5. CHALLENGES AND SECURITY 

REQUIREMENTS IN VANET 
 Portability In This network, vehicles 

can communicate via. making connections 

with each other however this connection will 

last only for small amount of time because 

each vehicle goes in restricting path and never 

meet again so portability is one of the major 

issue in VANET. Network scalability This 

network is scalable up to millions of nodes 

app. 7.2 millions and the scale is developing 

step by step rapidly however there is no global 

or central authority that oversees standard of 

this sort of network. For e.g DSRC of North 

America and Europe are diverse not same. 

Volatility In case of high portability of cars 

connection will be lost, so personal details of 

client's supplies to a host location requires a 

long password yet this will be unrealistic for 

verifying network. Proficient Channel 

Utilization Broadcasting and multicasting are 

generally utilized techniques in VANETs. Yet, 

there is constrained available bandwidth of 

nodes and broadcast applications demand high 

bandwidth. These packets are utilized for 

disseminating safety traffic messages or alerts 

and course revelation.  

Authentication in VANET, each vehicle 

message is assigned with a private key and its 

certificate. At getting end vehicle get the 

message from sender, it first checks the key 

and certificate attached with a message and 

then verification strategy takes place. 

Availability Various applications in VANET 

requires real time environment, so any 

information must available at any time. This 

security is essential in time varying 

environment any delay in a second or a 

millisecond will make the message 

meaningless. Non Repudiation When at least 

two clients share the same key then non 

repudiation happens. Indeed, even after the 

attack happens this facilitates the ability to 

recognize the attackers and also keeps 

cheaters from denying their atrocity. 

Confidentiality In VANET each driver's 

privacy is secured by scrambling the message 

so as to forestall outsiders accessing driver's 

critical information .Location and anonymity 

are main issues for vehicular clients. Privacy 

This kind of attacks is personality revealing 

attack and is related with unauthorized 

accessing of important data or information 

about vehicles. In case the car's proprietor is 

driver, on the off chance that the attacker gets 

the proprietor's character, at that point in a 

roundabout way vehicle may put its privacy in 

danger.  

 

CONCLUSION 
 VANET is a promising innovation and 

with the substantial advancement in remote 

innovation, vehicles are turning into a vital 

part of global network. VANET won't only 

give life saving applications however will also 

turn into an amazing communication tool for 

clients. Here, center is paid around basic 

architecture of VANET, steering , simulation, 

attack and application. Satisfying the 

prerequisites and facing challenges will result 

in an effective communication tool which can 

also give life saving tools to the clients. 

Whenever improved it can give preferred 

outcomes over other mobile ad hoc network. 

Vehicles can be structured such that they have 
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learning abilities in order to have perception 

of potential dangers and to change vehicle's 

behavior consequently. It can assist vehicle 

with taking decisions from it's past 

involvement. 

 

REFERENCES 
[1]. R. Waghmode, R. Gonsalve, “Security 

enhancement in group based authentication for 

VANET”,International Conference on Recent 

Trends in Electronics, Information & 

Communication Technology (RTEICT), 

IEEE, January 2017. 

[2]. M Raya, D Jungels, P Papadimitratos, I 

Aad, JP Hubaux, “Certificate Revocation in 

Vehicular Networks”, Laboratory for 

computer Communications and Applications 

(LCA), School of Computer and 

Communication Science, EPFL, Switzerland, 

2006. 

[3]. Fubler H Schnaufer S, “Vehicular Ad-Hoc 

Networks: From Vision to Reality and Back”, 

IEEE ,2007.  

[4]. X Lin, R Lu, C Zhang, H Zhu, PH Ho, 

“Security in Vehicular Ad Hoc Networks”, 

IEEE Communications Magazine, April 2008.  

[5]. I Aad, JP Hubaux, EW Knightly, ”Impact 

of Denial of Service Attacks on Ad Hoc 

Networks”, Networking, IEEE/ACM 

Transactions on Volume 16, August, 2008  

[6]. W Ren, K Ren, W Lou, Y Zhang, 

”Efficient user revocation for privacy-aware 

PKI”, In Proceedings of the 5th International 

ICST Conference, 2008.  

[7]. R Lu, X Lin, H Zhu, PH Ho, X Shen, 

“ECPP: Efficient conditional privacy 

preservation protocol for secure vehicular”, In 

proceeding The 27th Conference on Computer 

Communications, INFOCOM 2008. 

[8]. Grzybek, A.; Seredynski, M.; Danoy, G.; 

Bouvry, P., "Aspects and trends in realistic 

VANET simulations, Wireless, Mobile and 

Multimedia Network, 2012 IEEE International 

Symposium on a , vol., no., pp.1,6, 25-28 June 

2012  

[9]. Jie Li, Huang Lu, “ACPN: A Novel 

Authentication Framework with Conditional 

Privacy-Preservation and Non-Repudiation for 

VANETs” , IEEE Transactions on Parallel and 

Distributed Systems, 2012  

[10]. Chim, T.W.; Yiu, S.M.; Hui, L.C.K.; Li, 

V.O.K., "VSPN: VANETBased Secure and 

Privacy-Preserving Navigation," Computers, 

IEEE Transactions on , vol.63, no.2, 

pp.510,524, Feb. 2014  

[11]. Yen-Wen Lin; Guo-Tang Huang, 

"Optimal next hop selection for VANET 

routing," Communications and Networking in 

China (CHINACOM), 2012 7th International 

ICST Conference on , vol., no., pp.611,615, 8-

10 Aug. 2012 

[12]. Sherali Zeadally, Ray Hunt, Yuh-Shyan 

Chen,Angela Irwin, Aamir Hassan,“ Vehicular 

Ad hoc Networks(VANET):Status, Results, 

Challenges”. Springer Science, Business 

Media.2010  

[13]. Samara, Wafaa A.H. Al-Salihy, R.sures, 

“Ghassan Security Analysis of Vehicular Ad 

hoc Networks”2010 International Conference 

on Network Applications,Protocols and 

Services.  

[14]. Verma, K.; Hasbullah, H.; Kumar, A., 

"An efficient defense method against UDP 

spoofed flooding traffic of denial of service 

(DoS) attacks in VANET," Advance 

Computing Conference (IACC), 2013 IEEE 

3rd International , vol., no., pp.550,555, 22-23 

Feb. 2013  

[15]. Performance Comparison Of AODV and 

DSDV Routing Protocols in Mobile Ad Hoc 

Networks, Aditi Sharma,Sonal Rana, Leena 

Kalia, International Journal of Emerging 

Research in Management and Technology, 

ISSN:2278-9359 Volume-3, Issue-7, July 

2014.  

[16]. Ait Ali, K.; Baala, O.; Caminada, A., 

"Routing Mechanisms Analysis in Vehicular 

City Environment," Vehicular Technology 

Conference, 2011 IEEE 73rd, vol., no., pp.1,5, 

15-18 May 2011  


